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Abstract: The application of Industry 4.0 technologies is a 

goal that, sooner or later, all manufacturers will achieve. 

The implementation process of these technologies involves 

establishing strategies at the level of each department. In 

this paper we propose a model and its implementation that 

improves communication between the quality management 

department and the manufacturing and logistics departments 

by using specific Industry 4.0 technologies: business flow 

automation and communication between equipment. This is 

an improvement of the 8D methodology flow. Upon receipt 

of a customer claim, the Failure Modes and Effects Analysis 

(FMEA risk analysis) must be updated with the new failure 

mode that occurred - resulting from the claim - so there is a 

centralized database with the claims that occur and from 

which the failure modes are automatically populated. On the 

other hand, the claim triggers a signal flow at the level of all 

departments and workstations in a factory: the sending of 

emails to decision makers, alerts and impressions for 

operators in the workstations (at the level of billboards or on 

tablets). The proposal uses the following technologies: 

business flow automation using specialized software tools 

(middleware business process management solutions), 

central server communications - mobile terminal clients, 

server communications - equipment, IoT systems. The paper 

presents the implementation of the model with a case study 

in which its impact on the departments involved in an 

automotive enterprise is studied. 

Key words: FMEA, industry 4.0, business flow automation, 

central server communications, IoT systems. 

 

1. INTRODUCTION 
 

The era of Industry 4.0 increasing the quality 

standards, efficiency, productivity and flexibility for 

automotive sector. This means implementation of the 

quality management system and use of the quality 

management tools supported by digital technologies 

and the Internet. According to BCG the importance of 

digitalized quality management system under Industry 

4.0, also popularly termed as Quality 4.0, has been 

acknowledged by industry for all stages of the 

manufacturing value chain while R&D and 

manufacturing functions are seen to benefit the most 

from improved quality processes [1, 2]. The 

automotive industry is challenged by increasing 

quality demands of the customer, the necessary cost 

optimization of the products and processes and higher 

complexity, as well as the product liability of the 

designer and manufacture required by legislation [3]. 

Therefore, the Failure Modes and Effects Analysis 

(FMEA) method is used to address the technical 

aspects of risk reduction. Also, problem solving 

techniques, eight disciplines (8Ds) are required by the 

quality management in the automotive industry. For 

this sector, the methodologies are IATF 16949:2016 

standard tools [4, 5]. FMEA is a systematic, 

qualitative, analytical method intended to: evaluate the 

potential technical risks of failure of a product or 

process, analyze the causes and effects of those 

failures, document preventive and detection actions, 

and recommend actions to reduce the risk [3]. Risk 

priority number (RPN) is a risk criterion providing to 

evaluate the failures in a process’s activities. The RPN 

is calculated by the multiplication of three factors, 

which are the probability of the failure (occurrence), 

the effect of the failure (severity), and the probability 

of not detecting the failure (detection) [6, 7]. 

The input data for FMEA come from the customer 

(technical documentation, complaints, etc.) and from 

inside (Quick Response Quality Control analysis 

(QRQC), change impact study, etc.). The process 

FMEA is developed from the perspective of the 

external customer or the end user. The FMEA is a 

living document that reflects the latest relevant 

actions, including corrective actions that occur after 

the start of production. FMEA teams usually meet 

once a year if changes have taken place, but the FMEA 

Facilitator may also consider shorter periods if deemed 

necessary. 

Also, the FMEA is updated following a customer 

complaint for a new failure. The 8D method is one of 
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the most widely used problem-solving tools related to 

nonconformities reoccurrence prevention in the 

manufacturing process, commonly used for 

complaints management in automotive industry. 8D 

purpose is to identify, correct, and eliminate recurring 

problems. It consist of 8-steps to be followed by 

quality improvement team for problem solving as well 

as for product and process improvement [8, 9]. 

According to the IATF 16949:2016 [4], in automotive 

supplying companies based on this standard, 

organizations shall have a defined process for 

problem-solving leading to root cause identification 

and elimination. It is up to the organization as to which 

method to use. 

The aim of this study is to develop a new model for 

monitoring of the 8D and FMEA quality management 

tools interdependence for a company from automotive 

industry. The structure of this paper is as follows: the 

next section is dedicated to the presentation of the 

system, section 3 will present the implementation and 

results. The paper ends with conclusions and future 

directions of development. 

 

2. PRESENTATION OF THE SYSTEM 

 

Figure 1 shows a block diagram of the entire system, 

emphasizing the data flow. On the left we have the 

customer. He sends complaints that reach a reception 

desk in the company. For our system, presented in this 

paper, the reception is an automatic process. At the 

level of the company, it is possible that the reception 

desk to be a supervised one so the operator there can 

transmit to other departments or can make a filtering 

on different criteria of the complaints before sending 

to our system filtered complaints entries. At the level 

of our system, the reception process is automated, as 

will be presented below, emails or files from 

customers can arrive directly and can be processed. 

From the complaints that reach our application, the 

failure modes are extracted and the failure mode data 

base is updated. The quality assurance department is 

automatically informed and, together with the team of 

experts, estimates the risk and the measures that can be 

taken. At this level an FMEA analysis is obtained 

(automatically generated by the system proposed) 

which can then reach the management team and the 

customers. At the management team are established 

the strategies that are sent back to the application and 

the FMEA analysis is validated. At the same time, the 

FMEA analysis is transmitted to the customer. Also, 

he will validate the analysis. 

Finally, the application will send to the workstations, 

logistics infrastructure or warehouses indications 

(quality alerts) for the improvement of the production 

process. The alerts are transmitted on tablets or display 

boards installed at the factory. 

The 8D-FMEA application presented in this paper 

consists in a communications component and an IT 

component. From the point of view of 

communications, the application is a client-server one. 
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Fig. 1. Block diagram of the system proposed in this paper– data flow 
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Communication between customers and the system is 

done through the Internet (Wide Area Network – 

WAN): e-mail transmission protocols (SMTP) and file 

upload (FTP). At the level of the communication 

infrastructure that already exists in the company (and 

which certainly exists in all companies) is 

implemented an e-mail server and a file transfer server 

protected by firewalls. Our application is placed 

behind this firewall so it does not compromise the 

security of communications in the company. All 

communications provided by our application (except 

for incoming e-mails or files from customers) take 

place only on the intranet - so to internal network of 

the company. Thus, after the automatic extraction of 

failure modes from emails or complaint files and 

updating the failure mode data base, information about 

failure modes is transmitted via a dashboard and web 

reports to the quality department. Here, through a web 

browser, quality team can access information about the 

previous failure modes and existing risk assessments 

and further, in web forms that also open in the browser 

are submitted currently risk assessments (determined 

by experts) and prevention measures. The 

communication between the quality department and 

our application therefore takes place at the intranet 

level and is secure. 

The automatically generated FMEA report can be 

accessed, also through the web interface in the 

browser, by the management team that validates it and 

decides the strategies, which will be sent in a web form 

back to the application. At the same time, the FMEA 

is sent to the client to be validated, in the form of email 

and file. The communication between the application 

and the operators at the workstations is also done in the 

intranet, through the WIFI network. At the level of 

operators, we can have tablets or display tables that 

can be placed at work stations where are displayed 

updated quality alerts to improve the production 

process. 

The IT component of the application is shown in figure 2. 
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Fig. 2. IT component of the proposed system– block diagram. 

 

The application is a web client-server application. 

Clients (customers, quality department, management 

team, operators) who connect to it only need 

conventional email client applications, file transfer 

client or web client (browser). All this, normally, 

already exists on all workstations at customers, the 

quality department or the management team. The 

implementation of the application was done at the 

server level. A color code was used in the figure: the 

receivers are represented in blue - the points in the 

application where data is taken from the outside (from 

customers, the quality department, the management 

team). For the receiver from the clients, we have made 

connectors for e-mail, for file via FTP / TFTP 

protocols or for web forms. Through these connectors, 

customer complaints are taken over and reach our 

application. Other connectors allow the extraction of 

data from web forms that run to the management team 

or the quality department. The data taken from here 

also reaches the application.  
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The second level, represented in orange in the figure 2, 

consists of modules that build the data structures that will 

be used and validate the data in them. For example, 

extracting a complaint contains the failure mode, the part, 

the impact on the customer, the number of incidents and 

the time of detection. All these fields extracted from the 

email or files are retrieved in the data structure and 

validated. All fields are required and will ensure that their 

values are valid. For example, the time of detection must 

contain the date in the format YYYY-MM-dd HH: mm: 

ss. This level is also present when extracting data from 

web forms. Here it will make sure that all the data in the 

forms are filled correctly. 

The processing module - represented in purple in the 

figure 2 - performs the extraction of the failure mode 

from the data structure received from customers and its 

storage in the database, taking over the degree of risk and 

failure mode from the technical department and then the 

transmission of the FMEA to the management team. 

Strategies in the form of validations of FMEA updates as 

well as messages formulated to operators are further 

taken over. Here the processing module associates the 

validations and notification messages (quality alerts) 

with the records in the failure modes table from the 

database. The validations determine what to reach to the 

operators. The moment when the quality alerts for the 

operators are delivered and the workstations where the 

messages arrive is set automatically by the processing 

module. Previously a workstation map has been 

introduced at its level, which is constantly updated. The 

solution proposed in this paper updates the workstations 

map statically, by the staff of the team. management - 

since the position and function of the workstations rarely 

change in the company where a pilot model of the system 

has been implemented. If the workstations positions 

change frequently, new connectors can be made at the 

application level that can take the feedback workstations 

and be able to dynamically update the workstation map. 

The workstation map is important for the automatic 

transmission of quality alerts to operators. The 

position of the workstation to which an alert is sent is 

decided by using the workstation map. 

The publication modules, represented in green, 

involve: dashboard web interfaces (display results on 

the web page) or report type (display the results in 

word or pdf documents that can be printed) for the 

quality department or management team such as and 

quality alert display interfaces on mobile devices such 

as operator tablets or workstation display tables. 
 

3. IMPLEMENTATION AND RESULTS 
 

The application was implemented, in the form of a pilot 

project, in a company for the production of truck chassis.  

The "classic" system existing in the company 

involved: receiving complaints by a reception 

operator, quality engineer sending them to the quality 

department, performing the FMEA analysis and 

forwarding it to the management team, validating the 

FMEA and further sending, through operators, alerts 

to workstations. Alerts were displayed on magnetic 

boards or electronic boards. 

Existing system had the following disadvantages and 

the following measures were taken to reduce them – 

table 1: 
 

Table 1. Existing “classic” system in the company – problems and solutions 
Problem Impact “Classic” solution 

Delayed communication of the 

complaint from the operator - reception 

to the management team 

2-6 hours 

Reception operators - especially at the peak 

of production, are overworked with more 

complaints or others inputs, the treatment of 

each requires a time to resolve 

Increasing the number of operators and 

terminals 

(Ex. + 2 operators) 

Delays in FMEA analysis caused by the 

collection of all necessary data (new and 

old) on failure modes, their resolution 

and RPN risk priority index calculation 

1-2 days 

The preparatory session for the meeting with 

the experts involves, from the quality 

department, the collection of data on the 

stock of parts, the type of defect, existing 

failure modes, their solution. Especially at 

the peak of production these meetings (along 

with other meetings on the organization of 

quality in the company) can be postponed / 

rescheduled 

Additional request for quality department 

staff and necessary experts. 

(Ex. + 4 additional hours x 24 days / year = 

96 hours) 

Creating a department specialized in 

archiving failure modes and risks 

(Ex. + 2 operators) 

Generation of the FMEA report and its 

transmission to the management team 

and to the client 

1-2 hours 

The generation of the report with the 

determination of the risk index is performed 

at the level of the quality department. This 

involves establishing the value of the risk 

and then the actual realization of the report 

that is sent to the customer and the 

management team. 

Additional request for quality department 

staff and necessary experts. 

(Ex. + 4 additional hours x 24 days / year = 

96 hours) 

Delays and difficulties in sending alerts 

to workstations 

6-12 hours 

Given that we are talking about a company 

that has several halls that stretch over a few 

square kilometers, it is difficult for a quality 

Increasing the number of quality operators to 

ensure travel to different points 

(Ex. + 2 operators) 
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Problem Impact “Classic” solution 

operator to reach different points. He must 

also consider the location of workstations for 

specific messages. Sometimes it is very 

difficult to synchronize the display of alerts 

with the start of the production process 

Delaying the start of the production process 

at some workstations to ensure 

synchronization with quality improvement 

alerts. 

Total time 33 – 68 hours  

 

As can be seen in table 1, solutions to the existing 

system involved staffing or over-requesting staff as 

well as delays in the production flow. The examples in 

parentheses are measures that were intended to be 

taken. The solution we propose brings the following 

improvements:
 

Table 2. Our proposal – 8D-FMEA system 
Problem Impact 8D-FMEA solution 

Delayed communication of the complaint 

from the operator - reception to the 

management team 

2-6 hours 

Reception operators - especially at the 

peak of production, are overworked with 

more complaints or others inputs, the 

treatment of each requires a time to 

resolve 

The collection of complaints takes place 

automatically by the system, without the 

intervention of the reception operator. These 

can be grouped by priority degrees. 

The reception operator only intervenes if he 

wants to filter some complaints. 

Under these conditions the delay is 

completely eliminated. 

Delays in FMEA analysis caused by the 

collection of all necessary data (new and old) 

on failure modes, their resolution and RPN 

risk priority index calculation 

1-2 days 

The preparatory session for the meeting 

with the experts involves, from the 

quality department, the collection of 

data on the stock of parts, the type of 

defect, existing failure modes, their 

solution. Especially at the peak of 

production these meetings (along with 

other meetings on the organization of 

quality in the company) can be 

postponed / rescheduled 

The 8D-FMEA solution provides all the 

necessary data on the stock of parts, existing 

failure modes, their solution. The collection 

of this data is done in the database and their 

delivery to operators is done intuitively 

through dashboards or reports. In that way 

8D FMEA system reduce the preparatory 

session as time to 0. 

Having these reports, the total time of a 

working meeting at the level of the quality 

department - experts is reduced to 2-3 hours. 

Generation of the FMEA report and its 

transmission to the management team and to 

the client 

1-2 hours 

The generation of the report with the 

determination of the risk index is 

performed at the level of the quality 

department. This involves establishing 

the value of the risk and then the actual 

realization of the report that is sent to the 

customer and the management team. 

Also, the FMEA report is generated 

automatically and is automatically sent to 

the customers and the management team. So, 

the FMEA generation time is eliminated. 

Delays and difficulties in sending alerts to 

workstations 

6-12 hours 

Given that we are talking about a 

company that has several halls that 

stretch over a few square kilometers, it is 

difficult for a quality operator to reach 

different points. He must also consider 

the location of workstations for specific 

messages. Sometimes it is very difficult 

to synchronize the display of alerts with 

the start of the production process 

After validation by the management team, 

the quality alerts are sent automatically to 

the client terminals (tablets, display boards) 

without the need for any operator 

intervention. So, delays and difficulties in 

sending alerts are eliminated. 

Total time  2-3 hours 

 

The conclusion that emerges from the analysis of the two 

tables (table 1 and table 2) is that by implementing the 

8D-FMEA system presented in the paper the processing 

time for a complaint was reduced by at least 31 hours and 

the measure did not increase staff or over-request of staff 

and no delays that must occur in the production flow. 

The pilot system used involved the following costs 

(table 3). 

On the other hand, investing in "classic" problem 

solving would involve the following, table 4.
 

Table 3. 8D-FMEA system components 
Component Pieces Cost (EUR) Total cost (EUR) 

Server (application, database) 1 5000 5000 

Licenses (SO Linux, middleware, front 

end application front end, SGBD) 

1 0 0 

Operator tablets (industrial version) 3 1600 4800 

Display boards with TCP/ethernet 3 500 1500 
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Communication infrastructure (existing 

infrastructure is used) 

1 0 0 

Total   11300 
 

.
 

Table 4. “Classic” solution costs 
Component Items Monthly salary (EUR) Total per month (EUR) 

Reception operators 2 600 1200 

Overtime quality 3  60 180 

Archiving operators 2 600 1200 

FMEA overtime 3 60 180 

Additional operators send alerts 2 600 1200 

Total   4960 

 

The costs in table 4 do not imply the cost caused by the 

delay in the production flow - this is impossible to 

measure, it involves quite large losses and company 

image is affected. As can be seen, in about 2 months 

the costs of purchasing the components of the system 

proposed by us are amortized. The solution once 

implemented can still be used at no additional cost. 
 

4. CONCLUSIONS 
 

The presented solution ensures a substantial 

improvement of the response time (decreasing it 10 

times) by automating the communication processes 

between departments, providing a history of failure 

modes for FMEA analysis, automating the FMEA report 

generation process and its transmission to the customer 

and automation displaying quality alerts to workstation 

operators. Automating the display of quality alerts is 

done by using a map of work points.  

The paper presented the entire pilot, including analyzing 

the costs related to implementation: equipment, 

communications infrastructure, licenses. The results are 

encouraging, as can be seen, for a concrete case study 

applicable to a truck chassis production process, it would 

appear that the costs related to the implementation of the 

8D-FMEA pilot will be amortized in about 2 months 

when would apply “classic” complaint handling methods 

(which were applied before the implementation of the 

8D-FMEA pilot).  

As future research directions starting from this paper we 

have: implementation for other case studies/production 

flows and impact analysis by using 8D-FMEA and using 

the map of dynamic workstations. 
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